BLIoTLink V1.0
User Manual

Shenzhen Beilai Technology Co.,Ltd




BLloTLink V1.0

Ep

TLOVEIVIEW ...ttt ettt etttk s et e bt e e b esesb e st ebes e e s assesest et e st et et esesesesseseeseseeseseesensesannas 3
2.S0ftware INSTAllAtioN ..........c.oovoviieiiieiece ettt 3
3.80ftWare OPEIAtiON ..........oeieiee ettt ettt ettt eeneas 4
4.Software Configuration MEthOd ......... ..o 5
4.1 SEAICN fOr DEVICES ...ttt s et b e b e eb e ebens 5

4.2 ConneCting BLIOTLINK ......coviiiiiieeee ettt ettt et 5

4.3 Configuration INStrUCLIONS ............c.ooiieieceeeeeee e 7
4.3.1 COM POIt INSITUCHIONS ..ottt 8

4.3.2 ETH POrt INSrUCHONS ...t 14

4.3.3 Alarm Configuration .............ccooooiiiieeeeeee e 16

4.3.4 Tasks Configuration ..............ooeoiiioieeceeeeeeee e 18
4.3.5PasS TRIOUQGN .....oveiiieeeeee ettt 19

4.3.6 Modbus RTU 10 MOAbUS TCP .....c.eoiieeeeee e 20

4.3.7 MOADUS TCP SEIVET .....cooviieiiieiiieieetetetetete ettt sse s sess s sens 21

4. 3.8 BACNEIP ...ttt ettt bbb ne b neenenes 22

4.3 9 OPC UA .. oottt b et b et et e te s se b se b s ene 23

4.3 10 MQTT ClENE ...ttt s s esess et essesesens 24

4.3.11 MQTT CHENE T .ottt b s ese s ens 26

4312 Ali ClOUA ottt ettt b et b ettt ne s ens 27

4. 313 HUAWEI ClOUG .....oviiieiiieiiietiteesietette ettt 28

B.3A4 AWS ..ottt bt bttt b et b s b e s b s ne 31

4.3 15 BEIIAIIOT ..ottt se s ens 33

4.3.16 Beilai MOADUS 10T .......oiiiiiieeeeeee ettt 36

4.3.17 ADVANCEA SELHNGS .....ocveeeeeeeeeeeeeeeeeeeeeee ettt 38
5.BLIOTLink Secondary DEeVEIOPMENL .............c.oouioieeieeeeeeeeeeeeeeeeeeeeee e 40
SRS Tolo] oLl oy Y o] o] [Tox=1 i To] o NSRS 41
7.Beilai MQTT Data FOrMaAL.......c.cooieiieiiieiciciceeeetetee ettt sb e eb e b s st 41
T I=Ted g a1 Ter=T IS U] o] o o]y OO 45

Shenzhen Beilai Technology Co.,Ltd



BLloTLink V1.0

1.0verview

BLloTLink is a software that converts various PLC protocols, Modbus RTU, Modbus
TCP, DL/T645 and other protocols to Modbus TCP, OPC UA, MQTT, BACnet/IP,
Huawei Cloud loT, Amazon Cloud loT, Ali Cloud loT, ThingsBoard, BLIIoT loT and
other protocols.

BLIoTLink downstream supports: Various PLC protocols, Modbus RTU Master,
Modbus TCP Master, DL/T645 and other protocols.

BLIoTLink upstream supports: Modbus TCP, MQTT, OPC UA, BACnet/IP, Huawei
Cloud loT, Aliyun loT, AWS loT, ThingsBoard BLIIoT loT and other protocols.

BLIoTLink is available for 4 serial port inputs and 2 Ethernet port inputs.

BLloTLink enables users to quickly connect industrial equipment to the cloud platform,
as well as to SCADA, OPC UA, MES, BAS and other host computer data processing
systems. Multiple platforms and host computer systems can be online at the same
time. The software can meet most of the application scenarios that require protocol
conversion, and it supports a clear design to guide users through the whole
configuration process in a very short time.

BLIoTLink supports connecting 1 device and 256 data points for free, if you need to
connect more devices or data points, please contact BLIIoT sales team to get license.

2.Software Installation

BLIIoT provides the installation package BLIoTLink.bin, you just need to put the
installation package into the device and install it.

Start by giving the installer executable permissions and enter

chmod 777 BLIoTLink.bin on the command line as shown below

root@imx6ul L: /# chmod 777 BLIoTLink.

Then execute the install command . /BLIoTLink.bin, and wait for the

installation to complete.

root@imx6ull:/# chmod 777 BLIoTLink.bin

root@imx6ull:/# ./BLIoTLink.binlj

The software runs on vsftpd, we recommend users to use apt and other commands to
download vsftpd and configure, if you can not download, this package will automatically
install vsftpd 3.0.3.

Shenzhen Beilai Technology Co.,Ltd



BLloTLink V1.0

Debian, Ubuntu system download command: sudo apt install vsftpd

After the download is complete, modify the write_enable option in the /etc/vsftpd.conf file
to set write_enable=YES, and if you need to use the root user to log in, delete the root
entry in the /etc/ftpusers file.

3.Software Operation

BLIoTLink needs to be used with the configuration software, run BLIoTLink first and
then use the configuration software to configure it. After installation, the software runs
automatically on power on by default, if you don't need it to start automatically on
power on, you can turn it off through the configuration software, and after the first
installation is completed, the user can run it manually or reboot the device to run the
software.

Switch to the /usr/sbin directory, which contains the startup file BLIoTLink.sh and the
file to end the software operation BLIoTLinkend.sh after installation, and run this
software by running these two files.

Switch to the /usr/sbin directory and run the software:

rooct@imx6ull sbin# cd fusr/sbin

root@imx6ull bin# ./BLIoTLink.shfj

To confirm that the run was successful, use the ps -ef

command on the command line to see if the run was successful

root@imx6ull: /usr/shin# ps -effj

The run reveals the following red box in . /BLIoTLink indicates a successful
run

12653 1. 9 93:39:.7 ge:808:808 /bin/sh ./watchdog.sh

12660 12653 4 01:39 7 00:00:09 ./BLIoTLink

End running the software:

root@imxbull: fusr/sbin

rerminated

Uninstall the software: Switch to the gateway directory and

execute uninstall.sh.

root@bellot:/# cd /gateway/

root@bellot: /gateway# ./ /uninsta
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4_Software Configuration Method

4.1 Search for Devices

Open configuration software, click "Search" to search all devices on the same LAN as
your computer. For example, if the network port is connected to the switch, and the
computer and the device are in the same LAN, the device with IP 192.168.1.167 will be
searched.

If the device cannot be found, please make sure that the device and the computer are
on the same LAN, the computer UDP broadcast is normal, or the device cannot be
found due to the problem of the network environment of the computer, if you know the
IP of the device, you can directly enter the IP in the "Device IP" item, click Connect
and log in.

Note: Any time the computer changes IP or gateway, close the configuration software
and reopen it.

ey

“:: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — 9
a9 e & b B W™ @ a
Search Clear Import Export Read Config. Write Config. Monitor Log F3  Help About
| - :
Device Selection X

Model 14
BL110Pro 192.168.1.67 vi22
BL110Pro 192.168.1.156 V1221
BL110Pro 192.168.1.64 vaia

BL110Pro 192.168.1.95 V1237

}\)ULL 192.168.1.175 vi22

‘ Pilease double-click or enter the IP address to connect

Device IP Connect

Refresh

4.2 Connecting BLIoTLink

The first time to use the configuration software to connect the model is NULL, you
need to select the model from BL301/2 and BL303/4. If you're not using a BLIloT
product, just pick one of these two models at random.
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& BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 - O X
u n s
D24 2 2 3 W e a
Search Clear Import Export Read Config. Write Config. Monitor Log X Help About
Device Selection X
Model [ Name Version
BL110Fro . viz2
Selection
BL110Pr0 vizzi
BL110Pr0 vaia
BL110Pr0 vi237
i Model BLIO1 e
BL1OZ
BL102E
BL102UA
BL102W
8L102Pr0
Device IP BL1O3 Connect
: BLIO3E .
BL103UA
BLIO3W
BL103Pro
BLITO
BL110E
BLT10UA
BLTTOW
BL110Pro
BL301/2
BL303/4
BA101

Put the mouse cursor to the device you want to configure, double click on the left
mouse button, (Example: Double click on the gateway device with IP: 192.168.1.167),
enter the device configuration interface. Because the network environment of the
computer does not show the device, you can directly enter the IP to login. The user
name is the user of the device, the default is the root, and the password is the login
password of the device set by yourself.

&< BLIoT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — 3 X
1 I »
Do P A o B ™ ® da
Search Clear Import Export Read Config. Write Config. Monitor Log i3 Help About
Log in

Username: | root

Password:

=
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c=io BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2
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W @

]

X

Search Clear Import Export Read Config. Write Config. Monitor Log ¥  Help About
Bl ZLNuLL Variable Name  Slave ID Address Type Address  Value Unit  Data type Varibale Key Map Address  Ratio
B EETH TAGOD1-1 1 03 Holding Register(4x 0 uintl6  REGOD1-1 oM.400001) 1
‘ TAG001-2 1 03 Holding Register(4x 1 uintls  REGOD1-2 1(M400002) 1
TAGOO1-3 1 03 Holding Register(4x 2 uintls  REGO01-3 2(M400008) 1
(EHETHO TAG002-1 > 03 Holding Register(4x 0 uintls  REGOD2-1 3(M.400004) 1
ﬁ"éAlarms TAG002-2 2 03 Holding Register(4x 1 wint16 REG002-2 4(M.400005) 1
[ Tasks TAG002-3 2 03 Holding Register(dx 2 uintls  REGO02-3 5(M.400006) 1
= @DataSeNices
‘ €D Pass Through
‘ © Modbus RTUSTCP
L @ Modbus TCP Server
B &Cloud
- @MQTT Client
‘ ©MQTT Client 1!
@Al loT
@ HUAWEI loT
—@AWS 10T
‘ & Beilai loT
L& Beilai Modbus loT
{:S}Advanced Settings
- . .
4.3 Configuration Instructions
. BLIloT Beilai Industrial Gateway www.BLlloT.com V1.2.2 - 0 X
86 2 & @& ¥ : ® ® G
Search Clear Import Export Read Config. Write Config. Monitor Log 32 Help About
Bl g5 8130374
EICOM1
EFICOM2
(EIcom3 Name Value Cloud Status Port Device Name Status
EEICoM4 Name Beilai Gateway MQTT Client ®
EIETH Time 1314432 12/19/2023 MQTT Client I ®
EyETHO Model BL303/4 Ali loT ®
T Alarms Version RESE] HUAWE laT ®
46 Module NULL AWS 16T ®
BB Tesks IMEI NULL BeiLai loT ®
[ & pataservices Signal Strength NULL (Normal:14-31) Beilai Modbus loT ®
‘ £ Pass Through operatar NULL
‘ @ Modbus RTUSTCP SIM ICCID NULL
‘ @Modbus TCP Server SIM Status Failed
‘ ©BAChet/IP BLRMS Enable 1 Hour  False
L éiorgiia BLRMS Enabled False
B &Cloud Refresh
F-@MaTT Client
‘ @MQTT Client 11
@A loT
‘ GHUAWE loT
System Function
Function Description
Search Search all devices on the same LAN

Clear

Open a new default profile

Import

Importing configuration files

Export

Exporting configuration files

Read Config.

Read the BLIoTLink configuration parameters of the connected
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device

Write Config. | Click this button to save all the configuration parameters to the
device. After modifying the configuration of the configuration
software, click "Write Configuration”, and the modified parameters
will take effect only after BLIoTLink reboots automatically. After
BLloTLink reboots automatically, it takes time to start up, wait for
about 10 seconds, and then use the configuration software to search
again.

Monitor Monitors the value of the currently connected BLIoTLink data point
and displays the data in the "Value" section of the Display Data
Points screen.

Log Logs of system operation

English Click to switch language to English

Help The help file is in the process of being improved
Status Green means Connected, Gray means Disconnected

4.3.1 COM Port Instructions

The configuration of all 4 COMs are the same, and the following is an example of
COM1 configuration.

Step 1: Configure the COM port

Double click COM1 with the left mouse button to bring up the COM port property box
and configure the COM parameters. Select the corresponding mode, protocol, and
data settings of the serial port, as shown in the figure demonstrates that the COM1
port is used to collect the data of Modbus RTU protocol, and the baud rate of the
serial port is set to 9600. Note that you must fill in the serial driver file of the device to
drive the serial port, and the specific path name of the serial driver file can be found in
the instruction manual of the device.

The devices corresponding to COM1, COM2, COM3 and COM4 of BLIIoT BL301/2
device serial driver are /dev/ttymxc1, /dev/ttymxc2, /dev/ttymxc5 and /dev/ttymxc4
respectively.

BL303/4 series device serial driver COM1, COM2, COM3 and COM4 corresponding
to the device were /dev/ttymxcO0, /dev/ttymxc1, /dev/ttymxc3 and /dev/ttymxc2, of
which COM2 for the debugging of the serial port, COM2 need to be converted to an
ordinary serial port if you need to use it, please do not fill in the COM2 driver
/dev/ttymxc1 directly before conversion, in order to avoid the program to run errors.
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After selecting BL301/2 or BL303/4 as the model number of the configuration software,
the driver of BLIlIoT device will be filled in automatically. If you are not using BLIIoT
device, please delete the driver file of COM port and fill in the path of serial port driver
of your own device.

“=: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — 39 X
S8 £ & & k @ B @ G
Search Clear Import Export Read Config. Write Config. Monitor Log $3Z  Help About
B s BL303/4 Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratio
Ecom2 Serial Port Settings
TIcoM3 Mode Selection Collection
Eacoms Protocol Settings
E=IETHI Device Brand Modbus
(ZETHO Device Model MODBUS_RTU v E
ﬁ‘;.',A\arms
EéTasks Serial Port Settings
E‘@‘D;EPZ:“:::W soud| %00 | owasis| 8
| Stop Bit 1 v Parity Bit None
} @Modbus RTUSTCP
|—@Modbus TCP Server
| @BAChetIP Drive path|  /dev/ttymxcd |
i ©OPC UA
B & Cloud
|-@MQTT Client
- @MQTT Client I
@i loT
|—@HUAWEI loT

Step 2: Add a device

Right-click at COM1 and click Add Device to bring up the Device Information
configuration box to configure the information to be collected from the slave device.
Double-click on the created device name to bring up the configuration information of
the device, and right-click to delete the device.

The byte order of the configuration data points is also set here.

Note: The 4 COM ports support the acquisition of up to 50 devices in total.
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&% BLIOT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -0 X

D8 2 2 @& 2 © = ® a

Search Clear Import Export Read Config. Write Config. Monitor Log X Help About

E 5315303/4 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

CEICOw

GEICOM3

EEICOM4

[HETHT

[ ETHO

f"&AIarms

EéTasks
B & Dataservices
D Pass Through
P Modbus RTUSTCP
@ Modbus TCP Server
@ BACnet/IP
QOPC UA
B & Cloud
@MQTT Client
MQTT Client Il
@Al loT
QHUAWEI loT

: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -0 X

P o oo h k. © B W @ G

Search Clear Import Export Read Config. Write Config. Monitor Log i3 Help About

E EhBLgog /4 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

GACOM2
EECOoM3
EECOM4

EIETH Device Name |
~Device Properties
(= ETHO

TigAlarms Slave ID 1

Device Information

[@BTasks 16-bit Data Type A 3
[ & Dataservices 32-bit Data Type ABCD v

@ Pass Through Write Function Code 15/16 g
@Modbus RTUSTCP

@Modbus TCP Server

@BAChey/IP
@OPC UA
BF-&Cloud

@MQTT Client
@MQTT Client I
@Al loT
@HUAWEI loT

In device properties, select different protocols, different brands according to COM port,
and the configuration items will change according to the collected devices, and the
above are the default items of Modbus protocol.
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“%: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -3 X
B o =
DA e @A 2 © B ® ® a
Search Clear Import Export Read Config. Write Config. Monitor Log X Help About
E&—Z—ABL3O3/4 ] YT O I G T e, W7 CTTEOCTN NE T CCR N T ey Viribalai Ky Mapaidissi luiRatio |

E-Eacom

[ Delete |
(CoM2 ! |

EGEICOM3
EIcom4
EHETHI
(ZHETHO
i Alarms
L:éTasks
[} & Dataservices
| Pass Through
|- @ Madbus RTUSTCP
@ Modbus TCP Server
P BACnet/IP
@ OPC UA
B &cCloud
@ MQTT Client
@ MQTT Client Il
@Al loT

Step 3: Add the data points to be collected by the device

Click the name of the device, put the mouse in the right box, click the right mouse
button, pop-up "Add", click "Add", pop-up variable properties, configure the data
points to be collected. The outside of the mapped address on the configuration
software indicates the Modbus address, and the inside of the parentheses M. XXX
indicates the PLC Modbus address.

Click the right mouse button and click "Add" for each data point. Data points can also
be modified or deleted by clicking on the data point and right clicking on the data point
to delete the data, and double clicking on the data point to modify the configuration of
the data point.

You can add data points by importing and exporting Excel table, first build some data
points to export, Excel table configuration and data point configuration box information
configuration principle is the same, pay attention to the variable name, variable
labeling, mapping address, collection address do not conflict.
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“%: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2

Search Clear Import Export Read Config. Write Config. Monitor Log

-0 X

& @ i
¥ Help About

B3, BL303/4
EEcom1

EDCOM2
EICOM3
EDCOM4
EETHI
=HETHO
ﬁ‘gA\alms
|_-=('9Tasks
= @DataSer\/ices
I €0 Pass Through
|- Modbus RTU=TCP
l @ Modbus TCP Server
|- @BACnetIP
_@orc ua
E & Cloud
[-@MaTT Client
[~ @MQTT Client 1
@Al leT

Variable Name

Address Type Address Value

Unit Data type

|[ add

Delete

Import Excel Fil=

Export Excel File

Varibale Key

Map Address Ratio

P20 92 8

t 4

ce=: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2

© B

| Search Clear Import Export Read Config. Write Config. Monitor Log

— @ X

& @ da
2  Help About

B &, BL303/4

E&comt
|

EICOM2
EICOM3
EICOM4
| [EHETH1
‘ [HETHO
‘ f"gAlarms
EéTasks
| B & Dataservices
i ‘ £pPass Through
| - @Modbus RTU=TCP
‘ £ Modbus TCP Server
—@BAChet/IP
L@opcua
‘ B &Cloud
-@MQTT Client
-@MaTT Client I
‘ @Al loT

Variable Name

Address Type Address Value

Unit Data type

Variable Name
OCT/DEC/HEX
Address Typs
Data type
Read/Write

Map Address

Variable Properties

TAGOO1 Varibale Key

Decimal

01 Coil Status({0x} Address ‘
boal v Add Number
Read/Write v Ratio

0 Variable Unit

REG0O1

1

*02, OALTRERSRE"

Varibale Key

Map Address Ratio

Configuration of Data Points

Function

Description

Variable Name

Naming of collected data points for users to identify different data
points themselves

Variable Key

The MQTT identifier of the data point, which can be filled in
arbitrarily, but the Key cannot be duplicated for two data points.

OCT/DEC/HEX

Select from "decimal”, "octal" and "hexadecimal" according to the
acquisition address.

Address Type

Select the device's register type, which is displayed differently for
different protocols.
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Address Collect the address of the slave device's data point

Data Type “Boolean" is selected for Boolean, and "16-bit Unsigned Integer”,
"16-bit Signed Integer", "32-bit Unsigned Integer", "32-bit Signed
Integer", "32-bit Single-precision Floating-point" are available for
numeric type according to different registers.

Add Number The number of data points to add

Read/Write Choose from "read-only", "read-write".

Ratio Only numeric data can be set, how many times it can be scaled up
or down to upload to the platform.

Map Address Modbus address of the data point stored in the gateway device,
range: Boolean 0 to 2000. Numeric 0-2000. A register address
space is one word.

Variable Unit The unit of the data point, which is filled in when needed, can be
left blank.

& BLIoT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -3 X

S8 9 o @# 2 © B W @ G

Search Clear Import Export Read Config. Write Config. Monitor Log i  Help About

E| Ehmgog/4 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
& @com TAGOO1 01 Coil Status(0x) o 0{M.000001} 1

(EICOM2
E=ICOM3
ECoM4
{RETHI
{@ETHO
ﬁ‘;gA\arms
I;:éTasks
= @DataSer\/ices
@ Pass Through
|~ Modbus RTUSTCP
3 @Modbus TCP Server
@ BACnet/IP
@oprcua
[E-&SCloud
I @MQTT Client
@MQTT Client Il
@Al loT

Click on the data point and right mouse button to delete the data, double click on the
data point to modify the configuration of the data point.

Shenzhen Beilai Technology Co.,Ltd




14
BLloTLink V1.0

“: BLHoT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -

D84 2 2 & & (@ B = G

]

i

X

Search Clear Import Export Read Config.| Write Config. |Monitor Log 3 Help About

| = A’Z]BB(B/“ | Variable Name Address Type Address Value Unit Data type Varibale Key Map Address
B @ com TAGOO1 01 Coil Status(0x) 0 bool REG001 0(1M.000001) 1

EICOM2
GEICOM3 i
GEICOM4
LZETHI
{HETHO
ﬁ%A\arms
EéTasks
B @DataSer\/ices
|- @ Pass Through
|-@Modbus RTUSTCP
@ Meodbus TCP Server
|- @BACeyIP
QOPC UA
B & Cloud
|- @MQTT Client
|~ @MQTT Client Il
|- @ ali loT

After adding data points, if you don't need to add other devices and data points, click
"Write Configuration” to reconfigure BLIoTLink, wait for 10 seconds and click
"Search".

4.3.2 ETH Port Instructions

BLloTLink has two ETH ports by default. NIC name is ethO and eth1, if the NIC name
is different, you need to modify it, otherwise it can't be driven, ETHO port corresponds
to NIC eth0, ETH1 port corresponds to NIC eth1, the configuration content is the
same, the following ETHO port as an example.

Right-click on ETHO and click "Add" to bring up the configuration box to add the
device of ETHO port. the ETHO port can be directly connected to the slave device, or it
can be connected to the switch to collect the device connected to the switch.

Note: The ETH1 and ETHO ports support the acquisition of a total of 50 devices.

View NIC Commands: ifconfig

etho:

en 64
(Ethernet)

80 bytes
3 dropped 131 ov frame 0
s 1879 bytes 124215 21.3 KiB)

dropped 8 overruns 0 carrier 8 collisions @

5.0.8
opeid Ox10<
1 Loopback)
.0 B)
5 frame 0

carrier 8 collisions O

Shenzhen Beilai Technology Co.,Ltd
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4

Search Clear Import Export Read Config. Write Config. Monitor

Log

- O X
= @ a
X Help About

B g%, BL303/4
[ ecomt
! £ device-1
EDCOM2
EEICOM3
EDCOM4
(HETH1

EéTasks
= gDataSeNices
} € Pass Through
‘ & Modbus RTUSTCP
‘ 9 Modbus TCP Server
@ BACnet/IP
L g@aorcua
B &Cloud
-@MQTT Client
- @MQTT Client
@Al loT

TAG0O1

Variable Name

Address Type
01 Coil Status(0x)

Address
0

Value Unit

Data type

bool

Varibale Key
REGOO1T

Map Address Ratio

0(M.000001) 1

o

ce=: BLIloT Beilai Industrial Gateway www.BLlloT.com V1.2.2

P a P e

t

4

Search Clear Import Export Read Config. Write Config. Monitor Log

-0 X
" ® d
¥ Help About

Bl 5, 81303/4
E-Ecomt
L P device-1
EICoM2
ECoM3
EEICOM4
EZIETH1

ﬁ‘gAVarms

EéTasks
[} & DataServices

| @ Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server
QBAChet/IP
§OPCUA
E & Cloud
@MQTT Client
@MQTT Client Il

@Al loT

TAGOO1

Variable Name

Address Type

Address

Value Unit

Data type

Device Name

Device IP

Device Port
Device Brand |

Device Model

Device Information

Modbus

MODBUS_TCP

1]

-Device Properties

16-bit Data Type
32-bit Data Type

Write Function Code

AB
ABCD

15/16

Varibale Key
REGOO1

Map Address Ratio

0{M.000001) L

ETH Port Configuration

Function

Description

Device Name

Name of the device collected by the ETH port

Device IP

Set the IP address of the slave device connected to the ETH port,
which needs to be under the same LAN as the BLIoTLink device.

Device Port

Set the port number of the device

Device Brand

Choose a protocol

Device Model

Select the model of the acquisition device according to the chosen
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brand

Polling Interval

Communication

To set the device command interval and device return timeout, tap
the button next to the device model number to set it.

Timeout

16-bit Data Select from "AB", "BA", only available when "Modbus" is selected for
Type the device brand.

32-bit Data Select from "ABCD", "DCBA", "BADC", "CDAB" and only available
Type when "Modbus" is selected for the device brand.

Write Function
Code

Select from "05/06", "15/16"

o

P o

> BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2
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Search Clear Import Export Read Config. Write Config. Moniter Log

- 0 X

W™ ® d
3 Help About

=) g5 BL303/4
Bl & comMt
@ device-1

EEICOM2
EICOM3
EEICOM4
(HETHT

[l EmETHO

ﬁ’gAlarms
L:éTasks
= @DataServices
i @ Pass Through
-~ @Modbus RTU=TCP
} €@ Modbus TCP Server
|- @BACnet/IP
§OPC UA
E- & Cloud
|- @MQTT Client
- @MQTT Client Il

Variable Name  Slave ID Address Type Address

Value Unit Data type Varibale Key

Variable Properties

Variable Name TAGO02 Varibale Key

OCT/DEC/HEX Decimal | Slave ID
Address Type| 01 Coil Status(0x) ~ ~ Address
Data type bool Add Number
Read/Write Read/Write v Ratio

Map Address 1 Variable Unit

02, Q4ThEERSRLE

REGO02

1

.

Map Address  Ratio

Adding an acquisition data point is done in the same way as adding a data point to a
COM device.The device ID of the Modbus TCP device is configured in the Data Point

Configuration box.

4.3.3 Alarm Configuration

Click "Alarms", move the mouse to the right box, click the right button of the mouse,
and then "Add" will pop up. Click "Add" and then "Alarms" will pop up, and you can
configure the data points that need to be alarmed, the actions that should be carried
out by the alarm, and the actions that should be carried out by the alarm recovery
according to the requirements.
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B ,BL303/4
B & comi
| @device-1
EICOM2
FICOM3
FEICOM4
(ZIETH1
= (ZETHO
l Pdevice-2

EéTasks
[ &) Dataservices
@Pass Through
@Modbus RTUSTCP
@ Modbus TCP Server
@BAChet/IP
GIOPC UA
=& Cloud
@MQTT Client
@MAQTT Client Il

Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type  litter Delayls) Alarm Key

Add
Delete

.

¢sz- BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — 9 X

26 £ O
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Search Clear Import Export Read Config. Write Config. Monitor Log F3Z  Help About

Bl &, BL303/4
Bl Ecom

H Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type  Jitter Delay(s) Alarm Key

| P de
EICOM2
EEICOM3

‘ PPa
‘ Mo
‘ @ Mo

GEICOM4 Alarm Name
L ETHT Alarm Key ALARMOO1
[l EETHO Variable Name
L @de Fih bttt
Low Limit
[ Tasks Alarm Type Alarm when closed

Bl patase Jtter Delayls) 2

Alarms

Alarm Triggered Execution Action Alarm Recovery Execution Action

Port Device Write Point  Write Valud || Port Device Write Point  Wirite Valug

‘ @BACnet/IP

L@opc ua
E-&Cloud

- @MQTT Client

‘ Q@MQTT Client Il

Alarms

Function

Description

Alarm Name

Name the alarm point

Alarm Key

The MQTT identifier of the alarm point, which can be filled in
arbitrarily.

Variable Name

Select the data point to be alarmed. Click "Add" to bring up the data
points, click the data point for which you want to set an alarm, and
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click "OK".

High Limit The high limit alarm value for numeric type data points, this can
only be configured when the data point is numeric.

Low Limit Low limit alarm value for numeric type data points, this can only be
configured when the data point is numeric.

Alarm Type Digital input alarm mode selection, select from "Normally open",
"Normally closed".

Jitter Delay During the alarm acknowledgement time, data is recovered and no
alarm occurs.

Put the mouse cursor in "Alarm Triggered Execution Action", the right mouse button
pops up a prompt box, click "Add" to pop up the event configuration box, set the alarm
needs to be performed when the operation. Similarly, if you place the mouse cursor in
the "Alarm Recovery Execute Operation", the operation is to set the operation of
alarm disarming, the operation mode is the same as setting the operation to be
executed when alarm is triggered.

4.3.4 Tasks Configuration

Left mouse button click on "Task Plan", move the mouse to the right side of the box,
click the right mouse button, pop-up "Add", click "Add", pop-up Tasks Settings Box,
move the mouse cursor to the right side of the box, click the right mouse button to pop
up the operation box, Click "Add" to bring up the configuration box for the data point
you plan to operate on.

Ceiz: BLIloT Beilai Industrial Gateway www.BLlloT.com V1.2.2 -89 X
p é .)@ ('.<a i ! @ _‘ [ZT‘E‘:] 2 i
Search Clear Import Export Read Config. Write Config. Monitor Log thZ Help About
Bl g}, BL303/4 I Task Name Week o
[E-ez3coMmt Tasks
B device-1 Pot  Device Write Point  Write Value
EEICOM2 Task Name
E3COM3 System Action NULL
GEICOM4 UTC Time: 00 ~|Hour| 00 *~| Min
EETHI [ Monday T
E&ETHO [ Tuesday | s
P device-2 [[] Wednesday
1§ Alarms [ Thursday
[ Friday
[ & Dataservices [] Saturday
€9 Pass Through ["] sunday
[~ Modbus RTU=TCP
|—& Modbus TCP Server
) BACnet/IP
©OPC UA
B &Cloud
-—-@MQTT Client
|—@MQTT Client Il
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Search Clear Import Export Read Config. Write Config. Monitor Log X Help About

B¢k, BL303/4
B Ecom
| @device-1
FEICOM2
EICOM3
FEICOM4
EIETH1
B EzETHO
L @ device-2
ﬁ‘sAlarms

[ & Dataservices
@ Pass Through

| @BACnet/IP
@oPCUA
- & Cloud
|- @MQTT Client
- @MQTT Client I

I~ @Modbus RTU=TCP
|~ Modbus TCP Server

“ Task Name Add Variable Point

Tasks Variable Type | Port Device Varisble Name
Port Device Collection Point COoM1 device-1 TAGOO1

Task Name

System Action NULL

UTCTime: 00 * | Hi
[ Monday

W

Execution Event

Write Point

Write Value

[] Wednesd

[] Thursday

[] Saturday
W

Tasks

Function

Description

Task Name

Name the tasks

System Action

Select "NULL".

UTC Time Set the time to perform the tasks, which is the time of the device
where BLIoTLink is located.

Week Setting the week for task

Write Point Based on the selected data point, the write point name is
automatically generated, and you can click "Add" to select the data
point to be operated. Click the data point and then click "OK".

Write Value Write the value of the data point on which the operation is planned

to be performed

4.3.5 Pass Through

To configure the pass through protocaol, first set the COM mode to "Pass Through"
and set the COM parameters, and then configure the parameters of the pass through
protocol. All 4 COMs can do pass through, and the procedure is the same. Take
COM2 as First, select the Pass Through mode in COM2, configure the COM2
attribute parameters, and click OK. Then go to "Data Services" to set "Pass Through".
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Search Clear Import Export Read Config. Write Config. Monitor Log
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32 Help About

B g%, BL303/4 Variable Name Address Type Address Value Unit  Data type Varibale Key Map Address Ratio
=]
| @ device-1 Serial Port Settings
EEICOM3 ~Protacol Settings
EEICOM4 After setting parameters of serial port, then go to the data
service=>Transparent Transmission to set relevant
Qe priamireid
B EETHO
| P device-2 ~Serial Port Settings
1% Alarms
s Baud| 9600 Data Bits 8
EéTasks y L
Stop Bit 1 Parity Bit|  None
B E)DataServices
i €@ Pass Through
| ©Modbus RTU=TCP Drive path | /dev/ttymxc0
} @ Modbus TCP Server
- @BAChey/IP
@ OoPC UA
B &Cloud
- @MQTT Client
- @MaTT Client i
“%. BLIloT Beilai Industrial Gateway www.BLlloT.com V1.2.2 — 3 X
B il 3
28 2 & A 4 =) ® @ d
Search Clear Import Export Read Config. Write Config. Monitor Log X Help About
B 55813034 Varia Pass Through atype Varibale Key Map Address Ratio
The configuration on this page will take effect only if the serial port is set to the
B ERCOMI transparent transmission mode.
[ £ device-1
ECOM2 CoMm com1
EDCoM3 TCP Mode TCP Server
COM4 Network Interface WAN
E9ETHY IP/Domain 192.168.1.110
=] @ETHO Port 5000
@ device2 _TCP Client Settings
1i Alarms
i Login Message  ASCII
L:éTasks :
Login ACK Me:  ASCII
[ & bataservices

§ AL

|- @ Modbus RTU=TCP
I €9 Modbus TCP Server
[-@BACneyIP
gopcua

B &Cloud
|- @mart client
|- @MaTT Client I

Heartbeat Mes  ASCII
Heartbeat ACK  ASCH

Heartbeat Int

Caiieel

4.3.6 Modbus RTU to Modbus TCP

To configure Modbus RTU to Modbus TCP protocaol, first set the mode of COM to
"Modbus RTU to Modbus TCP" and set the parameters of COM, then configure the
parameters of Modbus RTU to Modbus TCP protocol.All 4 COMs can select Modbus
RTU to Modbus TCP protocol, take COM2 as an example of Modbus RTU to Modbus

TCP.

Steps: Select Modbus RTU to Modbus TCP mode in COM2, configure the parameters
of COM2 port, click OK, and then go to "Modbus RTU to Modbus TCP" in "Data

Service" to set it.
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¥  Help About

B &, BL3o3/4
B} &9coMmi
l £ device-1

EEICOM3
GEICOM4
EZETH1
B =ETHO
L @ device-2
ﬁémalms
E‘;Tasks
= DataServlces
€0 Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
& BACnet/IP
QOPCUA
B & Cloud
@ MQTT Client
@ MQTT Client 1l

Variable Name

Address Type Address Value Unit

Serial Port Settings

Mode Selection Madbus RTUSTCP b |

~Protototsermy,

After setting parameters of serial port, then go to the data
service=>Modbus RTUSTCP to set relevant parameters.

~Serial Port Settings

Baud 9600 ¥ Data Bits 8 =

Stop Bit 1 ¥ Parity Bit None L3

Drive path fdevitt

Data type Varibale Key Map Address Ratio

Dae e o @

2 BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2

Search Clear Import Export Read Config. Write Config. Monitor

Log

-9x

& @ da
3 Help About

Bl g BL303/4
E-&Ecomt
l P device-1
EICOM2
—EECoM3
ZICOM4
GRIETH1
EHt@eTHO
| P device-2
ﬁ*’éAlarms
EéTasks
5 &DataServices

@ Pass Through

& Modbus TCP Server
@ BAChet/IP

@OPC UA

B & Cloud

@MQTT Client
@MAQTT Client Il

Variable Name

Address Type Address Value Unit

Modbus RTUsModbus TCP
The configuration on this page will take effect only if the
serial port is set to the Modbus RTU=TCP mode.

com Com2

TCP Mode TCP Server <]
Network Interface

Port 5000

Data type Varibale Key Map Address Ratio

4.3.7 Modbus TCP Server

The Modbus TCP Server provides data to the outside. Modbus TCP Server is always
enabled, just configure the local listening port.
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EEcom1
| @ device-1
EICOM2
EDCOM3
EICOM4
EHETH1
[EHEETHO
L  device-2
ﬁ‘g,Alalms
EéTasks
[ & Dataservices
‘ € Pass Through
- @ Modbus RTU=TCP
\
- @BACneUIP
L gorcua
B & Cloud
@ MQTT Client
@ MQTT Client I

Variable Name Address Type

Address Value

Modbus TCP Server

502

Sl

Unit

Data type

Varibale Key

Map Address Ratio

4.3.8 BACnet/IP

BLIoTLink provides data as a BACnet/IP server. Since the data attributes of various
protocols are different, the current values of the two object attributes, AV and BV, are

standardized to provide data to the outside.The object instance is the Modbus

address of the mapped address entry on the Data Points page of the configuration

software.
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¥
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Search Clear Import Export Read Config. Write Config. Monitor Log

-0 X

W™ @ d
3 Help About

Bk BL303/4
[ &com1
L @ device-1
ECoM2
EDCOM3
EICOM4
CZETHI
EHEETHO
L @ device-2
ﬁ'f,A\arms
EéTasks
[} & Dataservices
| @ Pass Through
|6 Modbus RTU=TCP
| @ Modbus TCP Server
! QOPC UA
B &Cloud
[-@MQTT Client
[~ @MQTT Client I

Variable Name Address Type

Address Value

Unit

[ @) enable

BACnet/IP

Network Interface
Port

Vendor Name
Vendor Identifier
Device Name
Device ID

Object Description

Location

LAN
47808
Beilai
555
Beilal Gateway
555
BACnet Server

CN

(o Jlowe]

Data type

Varibale Key

Map Address Ratio

BACnet/IP Configuration

Function

Description

Enable

Whether to enable BACnet/IP, default is off, click the button to
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enable. Gray means Enable, Green means Enable

Network Choose from "ETH1", "ETHO".
Interface
Port Fill in the server port, the port must be filled in. Default: 47808.

Vendor Name Default is "BeiLai", which can be filled in arbitrarily.

Vendor The default is "555", which can be filled in arbitrarily.
Identifier

Device Name Default is "BeiLai Gateway", you can fill in arbitrarily.

Device ID Default "555", device object instance, if there is also a BACnet
device in the downstream, be careful not to conflict.

Object

o Default is "BACnet Server", which can be filled in arbitrarily.
Description

Location Default "CN", can be filled in arbitrarily.

4.3.9 OPC UA

The OPC UA server IP address is selected according to the requirements ETH1 and
ETHO.

P

#: BLlloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -9 X

P2 a2 o i @ @ B ® @

Search Clear Import Export Read Config. Write Config. Monitor Log X Help About

E EZ‘&BLS{BM Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

EHEcomt
[ @ device-1 OBGUIA
EICoM2 I @0 Enable
EECOM3 —
GEICoM4
EDETHI O
EHEyETHO
L Pdevice-2
i Alarms
[BTasks Certificate [-]
=] @DataServices PrivateKey E‘
I @Pass Through ‘
|- @Modbus RTU=TcP ‘

| @ Modbus TCP Server

[-@Bacnep
|

Port 4840
Anonymous

User

Password

Security Strategy

E-&Cloud
[-@mart ciient
|- @MQTT Client I

OPC UA Configuration

Function Description
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Enable Whether to enable OPC UA or not, default is off, click the button to
enable. Gray means Enable, Green means Enable

Port Fill in the server port, the port must be filled in. Default: 4840.

Anonymous Whether to enable user name and password login, default is not
enabled, green means not enable, gray means enable.

User Fill in the user name

Password User password

Security Encryption policy, select from "none", "basic256", "basic128rsa15",

Strategy "basic256sha256".

Certificate OPC UA certificates, select File Upload.

PrivateKey OPC UA key, select File Upload.

4.3.10 MQTT Client

MQTT Client can be connected to cloud with certificate or without certificate.

MQTT Client data format only supports JSON data format of "Beilai", "thingsboard",

and "sparkplug b".

MQTT data format can be customized. More JSON data format

and customized JSON data format will be supported in the future.Connect to the
ThingsBoard platform, select JSON data format of "thingsboard-telemetry-gateway".
ThingsBoard platform domain name is thingsboard.cloud.

"thingsboard-telemetry-gateway". ThingsBoard platform domain name is

thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition, select the

JSON data format

of "sparkplug b", click the button next to the data template item,

configure the group ID and edge node ID in the configuration box.

MQTT Client supports multiple publishing topics, click "Add" in the publishing topic item to

fill in the publishing
box of the publishin
the release topic to

MQTT Client also s

topic, and you can view the publishing topic name in the drop-down
g topic item. Select the release topic name and click "Delete" to delete
be deleted.

upports the selection of different data points for each publishing topic

to publish. Put the mouse cursor in the right box, click the right button, a prompt box will

pop up, click "Add",

a data point box will pop up, click the data point to be published, Click

"OK". Double-click a data point to view the properties.

As shown in the figure below: The publishing topic "topic" only publishes the data point
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"TAGO001" of the "Device 1" of "COM1", and other data points are not published.

The "Beilai" JSON data format of MQTT Client and MQTT Client Il is the same as that of
Beilai MQTT. Refer to chapter 7 Beilai MQTT Data Format

"thingsboard-telemetry-gateway" JSON data format, publish and subscribe topic format
refer to the thingsboard official website documentation.

"sparkplug b" JSON data format, publish and subscribe topic format refer to Sparkplug
specification.

Note: The data point box is blank by default, if no data point is selected, all data points are
published. If there are multiple publishing topics, only one publishing topic can be blank,
and other topics must select the published data points, and cannot be left blank.

e

¢ei: BLIoT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — X
D48 £ 8 t . W @ G
| Search Clear MQTT Client Help About
EIETHI @) Enable ddress Ratio
Bl ETHo Customize data reporting count(<=300):| 50 [ Variable Type Port Device Variable Name
L @de IP/Domain
ﬁ"aA\arms fod L
EéTBSkS Client ID
E @DataSe User Name
1 | @ra Password
| i oM x.500( 1B Customize MQTT data (I
| Lom CA File [
i SEA Client Certificate File =]
i Lgop lient Koy Fale =
i B & Cloud Data Template BLlloT -1 =]
| | Subscribe Topic
i oM Publish Topic -
1 @Al Upload Cycle(s) 30
QHU Data Retronsmission{ J) Data Reporting Settings | NULL
, @A |
i - @Eei
& BeiLai Modbus loT
! {:KS}Advanced Settings
MQTT Client Configuration
Item Description
Enable Green indicates MQTT Client is enabled
Gray indicates MQTT Client is disabled
IP/Domain Fill in the IP/domain name to connect to the MQTT server
Name
Port Fill in the port to connect to the server, default is 1883, the port must
be filled in.
Client ID The client identifier used in the MQTT connection message, and the
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server uses the client identifier to identify the client.

User Name The username used in the MQTT connection message, the server can
use it for authentication and authorization.

Password The password used by the MQTT connection message, the server can
use it for authentication and authorization.

X.509 Click the button to enable. Gray: Disabled, Green: enabled.

CA File Select File Upload(Select Certificate Connection to fill in)

Client certificate
file

Select File Upload(Select Certificate Connection to fill in)

Client Key file

Select File Upload(Select Certificate Connection to fill in)

Data template

Json data format selection, choose from "Beilai",
"thingsboard-telemetry-gateway", "sparkplug b", "yundee", "dI".
Default: Beilai. Some data templates have special configuration, click
the button next to it to configure, such as the group ID and edge node
ID of the "sparkplug b" template.

Subscribe Topic | Topic of MQTT subscription message. After subscription, the server
can send a publish message to the client for control.

Publish Topic Topic of MQTT publishing message. It's used for MQTT to identify
message channel of sending valid load data. Wildcard can’t be
included in publishing message topic name. Click Add to add more
public topics. Click Delete to delete Public Topic

Upload Cycle Cycle time of MQTT data sending. Default is 30s

Data Green indicates offline data will be transmitted once network recovers;

Retransmission

Gray indicates retransmission disable. Max 100,000 data points can
be re-transmitted. The previous ones will be deleted if data point more
than that.

Selection of
published data
points

Default is blank, means all data uploaded. In the box on the right, click
the right mouse button, click "Add", the data point box will pop up, click
the data point, and click OK.

4.3.11 MQTT Client I

MQTT Client Il Configuration is the same as MQTT Client

MQTT Client Il subscribe topic will not be working. MQTT Client Two is used for view data
but not control data from cloud.
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4.3.12 Ali Cloud
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Search Clear Import Export Read Config. Write Config. Monitor Log

X

t & © B % @ a

¥ Help About

B ETHO

B @DataSe

B & Cloud

CETHI

@) enable

ddress Ratio

Ali loT

- @de
ﬁ‘;gA\arms
L:éTasks

Authentication

! @Pa
f-@m
Fem
| DBA
gop

[-omd
I @M
i
- @Hu -

Region

ProductKey

Devicel

Device!

CAFile

Client Certifical
Client Key File

Upload Cycle(s) 0

Data Reporting Settings

Variable Type Port Device Varisble Name

Customize data reporting count(<=300): 50
Mode Device Secret
China(Shanghai)

1]

Name

Secret

te File

FIEIE

NULL

@AW
| @ Beilai loT

| @1BeiLal Modbus loT
{(E}Advanced Settings

Ali Cloud Configuration

Item Description

Enable Green indicates Ali Cloud is enabled
Gray indicates Ali cloud is disabled

Authentication Default is Device Secret. Select the key or certificate according to your

Mode needs, and choose from "Device Secret" and "X.509".

Region Select Alibaba Cloud Region, default is China(Shanghai)

IP The IP address of Alibaba Cloud Enterprise Edition, not required for
the public edition.

ProductKey Set the same ProductKey as the one in Ali Cloud. See below image
(Device-Click DeviceSecret to view it)

DeviceName Set the same DeviceName as the one in Ali Cloud See below image
(Device-Click DeviceSecret to view it)

DeviceSecret Set the same DeviceSecret as the one in Ali Cloud See below image
(Device-Click DeviceSecret to view it)

CA File Select File Upload(Select Certificate Connection to fill in)

Client certificate | Select File Upload(Select Certificate Connection to fill in)

file

Client key file Select File Upload(Select Certificate Connection to fill in)
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Upload cycle Cycle time of data sending. Default is 30s

Selection of Default is blank, means all data uploaded. In the box on the right, click
published data the right mouse button, click "Add", the data point box will pop up, click
points the data point, and click OK.

Device Certificate

Device Certificate copy

K02Kleuv2ul Copy
BL1I0 Copy

bfa234da3792206460948a75a70d64%2 Copy

Certificate Installation Modes

 Introduction t5 the unigue-certificate-per-devies and unique-certificate-p

4.3.13 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate.

It supports multiple service IDs. Click Add to set Service ID. ID can be viewed from the
drop-down list. Click Delete to delete service ID. HUAWEI Cloud supports uploading
certain datapoints of each Service ID. Right click the box and click Add to enter datapoint
dialog box. Select the datapoint to upload and click OK to confirm it.

Note:

1. Datapoint box is blank by default which means all datapoints will be uploaded. If
there’re multiple Service IDs, only one Service ID datapoint box can be blank. Datapoints
for uploading must be selected for other Service IDs.

2, HUAWEI Cloud devices shadow is not supported, send command through
synchronization command.
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p é -)@ (9 t ‘ L:g @@ o i
Search Clear Import Export Read Config. Write Config. Moniter Log 3 Help About
EIETHT HUAWEI loT adcosoaa Eaii
EHEETHO || @) Enable
‘ QDde Customize data reperting count{<=300): 50 Variabla Type Eort Device Varisble Naroe
11 Alarms Authentication Mode et -
EQTasks IP/Domain
ElE&atase Port 1883
i @ Pa Device ID
% @ Mo Device Key
~@Mo CA File =
@A Client Certificate Fil= =]
Lgop Client Key File =]
EF&Cloud Server ID r
} omd Upload Cycle(s) 30
—@oMmg Data ission( J) Data ing Settings | NULL  ~
@Al
|
|
B
i @ Beilai loT
L@ Beilal Modbus loT
{:@}Advaﬂced Settings

HUAWEI Cloud Configuration

Item Description
Enable Default is not enable, Green indicates HUAWEI Cloud is enabled
Gray indicates HUAWEI cloud is not enabled
Authentication Default is device secret. Select the key or certificate according to your
mode needs, and choose from "Device Secret" and "X.509".
IP/Domain Select connecting to HUAWEI Cloud via MQTT to enter console.
Name Click Overview to get server IP address of device connection
B e St | lranskimdirdlnsiance ¢
I:l Specifications I Others [P
N 0 :
Port Default is 1883, fill in 1883 for connecting with Secret Key, fill in 8883
for connecting with Certificate (Required)
Device ID Set the same ID as the one in HUAWEI Cloud(Device-Device
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ID

" HUAWEI CLOUD

Device Key Set the same Device Secret Key as the one in HUAWEI Cloud when
creating device in HUAWEI Cloud. It can be reset in device
authentication if forgot. (Not necessary if connecting with certificate is
selected)

CA File Select File Upload(Select Certificate Connection to fill in)

Client certificate
file

Select File Upload(Select Certificate Connection to fill in)

Client key file Select File Upload(Select Certificate Connection to fill in)

Server ID Set the same Service ID as the one in HUAWEI Cloud. (IOT
Platform-Products-Add Service-Service ID)

Upload cycle Cycle time of data uploading. Default is 30s

Data Green indicates offline data will be transmitted once network recovers;

Retransmission

Gray means retransmission disable. Max 100,000 data points can be
re-transmitted. The previous data will be deleted If more than that.

Selection of
published data
points

Default is blank, means all data uploaded. In the box on the right, click
the right mouse button, click "Add", the data point box will pop up, click
the data point, and click OK.

HUAWEI CLOUD platform data point settings are as follows: If multiple service IDs are set
on the configuration software, and each service ID has different data points, the HUAWEI
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CLOUD platform needs to add attributes to the corresponding service IDs. The attribute
name fills in the MQTT identifier of the corresponding data point on the configuration
software. For example, if you collect S7-200SMART data point Q0.0, and the variable
label on the configuration software is "Q0", the attribute name of the attribute added
on Huawei Cloud should be "Q0".

4.3.14 AWS

Note: 1. Data point box is blank in default which means all data points will be published. If
multiple topics are published, only one topic data point box can be blank. For other topics,
data points for publishing must be selected. 2. AWS Cloud shadow function is not
supported.

e

& BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — 3@ X
D46 22 & & =i ® O a
Search Clear Import Export Read Config. Write Config. Monitor Log X Help About
- AR IET ddress | Ratio
B zieTHO | @) Enable
[T Variable Type Port Bevice Variable Name
i Alarms Girstomire datereporting coant| <=0l 50
[@Tasks |P/Domain
EHEDatase Port 8883
[@ra Thing
I @Mo Client ID
I @Md CAFile []
[ ©BA Client Certficate File =
®op Client Key File [=]
B &SCloud Publish Topic - [pelete]
[-oma Upload Cycle(s) )
[ @md Data Reporting Settings|  NULL
Al
|
e
€D Beilai loT
L@ Beilal Modbus loT
{@}Advamced Settings
AWS Configuration
Item Description
Enable Default is disable. Green indicates AWS is enabled
Gray indicates AWS is disabled
IP/Domain Fill in the terminal node, enter the console, and click "Things"
Name -"Interact".
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= AWSIGT > Settings

Settings .

Device data endpoint i

Each of your things has a REST AP! available at this endpoiat. MQTT clients snd AWS IoT Device SO0Ks 2 also use this endpoint

Domain configurations e

Create domain configuration

on 2

Port

8883(Required)

Thing

Fill in the ARN

AWS loT X AWSIT > b

Things » BL102

BL102

Thing details

Name pe
BLI02
ARN Hling s
D ECOMian, e Attributes | Certificates | Thinggroups | DeviceShadows | Activity | Packagesandversions | Jobs | Alarms |  Defendermetrics
Attributes (0) ine
Titer
Key v Vawe Type
No attributes
utes to displ;
»
ey =
AWS loT x AWSIGT 3 biaruge > Things
Things ( C | [ Advances [

CA File

Select File Upload

Client certificate

Select File Upload
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file

Client key file Select File Upload

Publish Topic Topic created when creating a rule, topic name used by MQTT to
publish messages, click "Add" to fill in the published topic name.
Click Add to create more Publish Topics. Select Publish Topic and
click Delete to delete it.

AWS loT X AWS loT > MQTT test client

MQTT test client v

Monitor

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT message:

S messages to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT message
onnec

Connect one device

» Connect many devices ¥ Connection details

You can update the connection details by choosing Discannect and making updates on the Establish connection to continue page.

Test

» D Adovis a . s s
eviee Adviser Subscribe to a topic | Publish to a topic
MQTT test client

Device Location New

Topic filter  Info
filter describes to which you want to subscribe. The topic filter can include MQTT wildcard characters.

Manage || Enter the topic filter

P All devices
P Additional configuration

P Greengrass devices

P LPWAN devices Subsciibe

Software packages New

» Remote actions

P Message routing Subscriptions Topic

Retained messanes

Upload cycle Cycle time of data uploading. Default is 30s

Selection of Default is blank, means all data is uploaded. In the box on the right,
published data click the right mouse button, click "Add", the data point box will pop up,
points click the data point, and click OK.

4.3.15 Beilai loT

Refer to chapter 7 Beilai MQTT Data Format
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o
.....

P e oo

Search Clear Import Export Read Config. Write Config. Monitor Log

BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2

i)

i3 Help About

x

t 4

G ETHI

BEeTHe ||@) Enable

ddress Ratio

BeiLai loT

L Pde
ﬁ‘;‘,A\alms
EéTasks

|- @ea
Qo
B & Cloud
[-mg
[-@ma
|- ai
[ @nu

|
|
rou
:
I

Subscribe Topic
Publish Topic
Upload Cycle(s)

smission(_J

Data Retran:

Variable Type Port Device Varisble Name

1883.dtuip.com

1883

|
[@an
!
|

€ Beilai Modbus loT
@Advanced Settings

Beilai loT Configuration

ltem Description

Enable Green indicates Beilai cloud via MQTT is enabled, Gray indicates
disabled

:\T; ?emai” 1883.dtuip.com

Port Default 1883, must be filled in

Client ID Fill in device serial number issued by Beilai (Contact Beilai sales to get
the serial number if required to connect to Beilai cloud)

User Name MQTT

Password MQTTQW

Subscribe Topic | Beilai Device Serial Number/+

Publish Topic Beilai Device Serial Number

Upload Cycle Cycle time of MQTT data uploading. Default is 30s

Data Green indicates offline data will be transmitted once network recovers;

Retransmission

Gray indicates retransmission disable. Max 100,000 data points can
be re-transmitted. The previous data will be deleted if more than that.

Selection of
published data
points

Default is blank, means all data is uploaded. In the box on the right,
click the right mouse button, click "Add", the data point box will pop up,
click the data point, and click OK.
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Beilai MQTT data points configuration. First, add data points, and then go to the setting
link protocol item to configure the data point identifier. The identifier of the data point
matches the MQTT identifier on the configuration software. For example, to collect
S7-200SMART data point Q0.1, the MQTT logo on the configuration software is "Q1",
then the read/write logo on the Beilai Cloud should be "Q1".

&#: BLIoT Beilai Industrial Gateway www.BLIloT.com V1.2.2 - g X
B I~ 3
L2 a8 2 2 & hk @ B @ a
Search Clear Import Export Read Config. Write Config. Monitor Log 32  Help About
[E-Eacomt Variable Name Slave ID Address Type Address Value Unit Data type Varibale Key Map Address Ratio
L @adevice-1 TAGEO02-1 1 03 Holding Register(4x 0 uintls  |REGO02-1 o(M.400001) 1
oMz TAGEO02-2 1 03 Holding Register(4x 1 uintls  [REGOD2-2 1(M.400002) 1
TAGOO02-3 1 03 Holding Register(4x 2 uintls  |REGO02-3 2(M.400003) 1
EICoM3 P z z
TAGD02-4 1 03 Holding Registeri4x 3 uintls  |REGDD2-4 3(M.400004) 1
Eacome TAG002-5 1 03 Holding Register(4x 4 uintls  |REGDD2-5 4(M.400005) 1
EHETH1
EHEmETHO
[
f\’gAlarms
@Tasks
=] @DataSer\/ices
} P Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server
BAChet/IP
QOPCUA
[E & Cloud
|- @MQTT Client
} @MQTT Client 1!
@Al loT

"2" Monitoring Center

®© + Device List

-
=
0 Device BHAE @
&
Device BL100 .
- A
v
Link MQTT ® |
(C]
4 time zone UTC+08:00 @)

Dropping Custom 60 @
REG001-1 Numerical Type 0 (decimal places) 1 0 (1 [ Delete ‘ N
REG001-2 Numerical Type 0 (decimal places) 1 0 & ‘ Delete ‘ =
REGO01-3 Numerical Type 0 (decimal places) 1 0 ('l [ Delete ‘ s
Position 22.80974746831248,113.21573959019808 Q
SRR R @

- s b i
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Monitoring Center

(0} Link Protocol « Device List
-
= TCP Protocol
0 8L100

HTTP Protocol
L MB RTU
- MB TCP Serial NumberHST65XNBYV16725Y [0
. A

All Sensors

© UDP Protocol
4

TCP JSON Protocol
- CTCoAP Protocol - - -

NB-l0T Protocol l l l

CoAP Protocol »
REG001-1 REG001-2 REG001-3
e — R

EGO01-2
————ewbor [D: 3710776 Sensor D: 3748135

Senzor ID: 3550235

Read write | REG01-1 Read write REG001-2 Read wite  REG001}3
TN Bl | Kl | E3

I Link Protocol-Generatina Example n Read and write m

4.3.16 Beilai Modbus loT

Both Beilai Cloud and custom Modbus cloud can be connected via Modbus RTU protocol.
BLIoTLink supports function code 01, 05 of Boolean data and function codes 03, 06 of
numerical data. 16-bit byte sequence is AB and 32-bit byte sequence is ABCD.

%+ BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 - 3 X
D& H 2 A + B W e a
Search Clear Import Export Read Config. Write Config. Monitor Log 3 Help About
EyETH Variable Name Slave ID Address Type Address  Value Unit  Data type Varibale Key Map Address  Ratio
TAGO02- 1 03 Lold; i n uintl§  REGOD2-1 oMA400001) 1
= @‘E;:evice-z TAG002-2 Beilai Modbus loT lintl§  REG00Z-2 1(M400002) 1
TAGOO2- int1s  REG002-3 2M.400003) 1
1 Alarms 116002-4[I50 o cherie the serves atless Bl iyt other cotd platforms: int16  REGOCZ-4 3(M400004) 1
[@Tasks TAG002-5 T T . kint1s ~ REG0D2-5 4(M400005) 1
&l E2pataservices 1P/Domain modbus dtuip.com
‘ @ Pass Through bt e

@ Modbus RTU=TCP
} @ Modbus TCP Server
{ @BAChet/IP

L gorcua

Modbus Stati 1
Login Message | ASCHI ~
Login ACK Message | ASCIl -
Heartbeat Message | ASCII Q

E & Cloud Heartbeat ACK Mess | ASCI ~ A
|- @MQTT Client

} G@MQTT Client Il

o (o ] coree
Cancel

- @HUAWE loT

@ AWS loT

{ @BeiLai loT

\

Heartbeat Int: 60

@}Advanced Settings

Beilai Modbus loT Configuration

Item Description

Green indicates Beilai Cloud via Modbus is enabled
Enable
Gray indicates disable

IP/Domain modbus.dtuip.com
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Name

Port Default is 6651, must be filled in

Modbus Station | Modbus ID, Modbus communication address

Data package of register connect server. Contact Beilai sales for serial

Login Message
g g number if you need.

Login ACK Not required for Beilai Cloud, data packet of the server responds to the
Message registered.
Heartbeat L :
Q, Heartbeat packets to maintain the connection.
message
Heartbeat ACK
A, The server responds with heartbeat packets.
message
Heartbeat ] ) )
Interval Cycle time of sending Heartbeat messages, default is 60s

Configure datapoint in Beilai Cloud as below picture. First create datapoint, then configure
Modbus ID, function code, address, data format, byte sequence and data collection cycle.
Modbus address in Beilai cloud and configuration software is deviated by 1.

“#: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -9 X
p é .)9 ('9 ‘! . 2 @ : [?E‘:] ) i
Search Clear Import Export Read Config. Write Config. Monitor Log thZ  Help About
EyETH Variable Name Slave ID Address Type Address  Value Unit  Data type Varibale Key Map Address  Ratio
TAGDO02-1 1 03 Holding Register(4x 0 uintl6  |REGO02-1 (M.400001 1
B e TAGDO02-2 1 03 Hu\din‘i Rezister;x 1 uintl6  |REGOD2-2 éMADOOOZj 1
L P device-2 > : :
TAG0O02-3 1 03 Holding Register(4x 2 uintl6  |REGO02-3 (M.400003) 1
ﬁ"éma'm TAGO02-4 1 03 Holding Registeridx 3 uint16 REGO02-4 (M.400004) 1
[ Tasks TAGDO02-5 1 03 Holding Register(4x 4 uintl6  |REGOD2-5 hv.400005) 1
=] @DataSer\lices
9 Pass Through
@ Modbus RTUSTCP
© Modbus TCP Server
@ BACnet/IP
_gopPcuA
B & Cloud
@ MQTT Client
@ MAQTT Client Il
@Al loT
@ HUAWEI loT
QAWS loT
@ Beilal loT

{§}Advanced Settings
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M2M oo

[O  « Device List

-
=
° Device e @
3
Device  BL100 .
= 4
A
= Link MBRTU @
@
4 time zone UTC+08:00 ®
=
Dropping Custom 60 @
REGO01-1 Numerical Type 0 (decimal places) 1 0 (1 | Derete | I
REGO01-2 Numerical Type 0 (decimal places) 1 0 (1 [petete | I
REGO01-3 Numerical Type 0 (decimal places) 1 0 tl [petete | I
Posiion  22.80974746831248,113.21573959019808 Q “Braggale
s = —
= Qznrns
B —

[C] Link Protocol + Device List
-
= TCP Protocol
9 BL100
HTTP Protocol
‘ MB RTU %
'y S¢ (]
MB TCP erial Number HS765XNBYV16725Y [
A
i MQTT Protocol
All Sensors
© UDP Protocol
+

TCP JSON Protocol

- CTCoAP Protocol - - -
2 NB-loT Protocol » l l l
CoAP Protacol J— E—
REG001-2 REG001-3

Read wrie instnuction settings | Can only

4.3.17 Advanced Settings

4.3.17.1 License

Click Advanced Settings, click Get SN, send the serial number to BLIIoT sales staff,
and after generating the license, click "..." behind the Upload License column, then
select the license, and click Upload License. BLIoTLink supports the connection of 1
device and 256 data points for free, and authorization is required if more devices or
data points need to be connected.
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BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -0 X

1 B 3
D486 2 8 @# & ® B & @
Search Clear Import Export Read Config. Write Config. Monitor Log X Help About
e Variable Name  Slave ID Adreke T Aldesgilues ki Unit | Datatype|  Varibale Key Map Address  Ratio
& TAGO02-1 1 03 Holding Registeri4x 0 uint1s  REGO02-1 0(M.400001) 1
| TAG002-2 1 03 Holding Register4x 1 uintls  REG002-2 1(M400002) 1
Ddevice-2 TAG002-3 1 03 Holding Registeridx 2 uintl§  REG0D2-3 2(M.400003) 1
TigAlarms Advanced Settings EGD02-4 3(M400004) 1
[@Tasks License ~Network Diagnostics EG002-5 4M.400005) 1
=] @DataSeMces
‘ € Pass Through Ping 192.168.1.1 [ ]
@ Modbus RTUSTCP
Get SN
£ Modbus TCP Server
e [-]
L QOPC UA BLIoTLink boot auto-start @ )
E- & Cloud
I MQTT Client
@ MQTT Client Il
Al loT
QD HUAWEI loT
QAWS loT
€ Beilai loT

L@ Beilai Modbus loT

G Advanced Setings_]

4.3.17.2 Boot and Auto-Start

Click Advanced Settings, BLIoTLink boot and auto-start option is on by default, click
the button to switch, you can freely set whether to power on self-start or not, after
setting, click Write Configuration.

BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 — 39 X

DE L L & 2 © ® @ G

Search Clear Import Export Read Config. Write Config. Monitor Log F3Z  Help About
EETHI Variable Name  Slave ID Address Type Address  Value Unit  Datatype Varibale Key Map Address  Ratio
o @erHo TAGO02-1 1 03 Holding Registerf4x 0 uintl6  REGODZ-1 opMa40000T) 1
TAGO0Z-2 1 03 Holding Registeri4x 1 uint16  REGODZ-2 1(MA400002) 1
- @device-2 TAGO02-3 1 03 Holding Register(4x2 uintl6  REGO02-3 2(M.400003) 1
T Alarms Advanced Settings Fe000 2Man0000 i)
[ Tasks e — AR e REG002-5 4400005 1
= @DataSeMces
& Pass Through 192.168.1.1 @
@Modbus RTU=TCP
Get SN
@ Modbus TCP Server
it (-]
QOPC UA BLIoTLink boot auto-start @ )
B &Cloud
@MQTT Client
@MAQTT Client Il
Al loT
@HUAWEI loT
GAWS loT
@ Beilai loT

P Beilai Modbus loT

4.3.17.3 Network Diagnostics

Enter the IP address of the device, click the ping button, the network normal light turns
green.
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o

=5: BLIloT Beilai Industrial Gateway www.BLIloT.com V1.2.2 -8 X
-~ 5

D4 2 2 i AZA © B W ® G

Search Clear Import Export Read Config. Write Config. Monitor Log . Help About

(EETHY Variable Name Slave ID Address Type Address Value Unit Data type Varibale Key Map Address Ratio

[ EETHO
P device-2

TAG002-1 1 03 Holding Register(4x 0 uint16 REG002-1 0(M.400001)
TAGO02-2 1 03 Holding Register(4x 1 uint16 REG002-2 1(M.400002)

1
1
|| Taco02-3 1 03 Holding Register(dx 2 uintls  REGDD2-3 2(M.400003) 1
1T Alarms Advanced Settings REGOD2-4 3(M400004) 1
[BTasks T B e REGO02-5 4mma00005) 1
= @DataSer\nces

|—€pPass Through @ 192.168.1.1 @

@ Modbus RTU=TCP

|~ Modbus TCP Server —
@ BACnet/IP u
QOPC UA BLioTLink boot auto-start @
B &Cloud
|- @MQTT Client i
|—@MQTT Client Il
@Al loT
|- @ HUAWEI loT
|~ @AWS 0T
|6 Beilai loT
@ BeiLai Modbus loT

5.BLIoTLink Secondary Development

BLIoTLink supports multiple versions of ¢ language dynamic and static libraries, chips
and systems.

After running BLIoTLink software, use configuration software to configure. After
completing the program, call the interface in libBLIoTLink.so (as an example of
dynamic library), you can read and write the device data for secondary development,
the specific functions of the interface see the interface document.

This library can switch modes, the default is mode one, the callable interface is
switched to mode two.

Mode 1: Upload device data to the cloud platform selected by the configuration
software after collecting device data, the uploaded data is device data and cannot be
customized to upload cloud platform data, you can call the interface to read and write
the device data, and you can process the data by yourself after reading it, the
interface can only read and write to the device in this mode, and you cannot call the
interface to modify the uploaded data of the cloud platform.

Mode 2: Upload device data to the cloud platform selected by the configuration
software after acquiring device data, upload cloud platform data for self-defined data,
in this mode, you can call the library interface to read and write device data and cloud
platform data respectively, the user registers a callback function, when the cloud
platform has data sent to trigger the user-defined callback function. Getting data can
be uploaded to the cloud platform after calculation, the data uploaded to the cloud
platform in this mode is no longer the data of the device, but only the data written by
the user calling the interface, and when there is no writing, the default is 0. Modbus
server is an exception, and there is no mode 2.
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See the api documentation and the library usage demo for details on how to use it.

6.Scope of Application

This software currently contains two types of installers with separate requirements:

1. Chip architecture armv7, support hardware floating point computing, the system for
the kernel version 4.9 and above Linux 32-bit system, glibc library version 2.23 and
above, recommended ubuntu 16.04 and above, debian 9 and above.

2. Chip architecture arm-v8, the system for the kernel version 4.9 and above Linux
64-bit system, glibc library version 2.23 and above, recommended ubuntu 16.04
version and above, debian 9 version and above.

Versions for other arm devices can be ported, the requirement is arm chip, linux
system, x86 device running linux system currently no installation package. Since the
linux system of the arm device is mostly cropped, the specific requirements are
subject to the specific device.

7.Beilai MQTT Data Format

The "Beilai" JSON data format of MQTT Client and MQTT Client Il is the same as that of Beilai
MQTT. The details are as follows

The payload data format in the device publish message
Publish topic: serial number (corresponding to the configured publish topic setting item)

{

"sensorDatas": [

{

//Boolean

"flag": "Y0", //Read and write identification
"switcher": 1 //data type and value

h

{

//Numerical
"flag": "VWOQ", //Read and write identifiers
"value": 8 //data type and value
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2
{

//4G Module signal value

"flag": " signal_strength ", //Read and write identifiers, fixed and cannot be modified
"value": 28 //data type and value
}1

{
/IGPS

"flag": "GPS", //GPS identifier
"lat": "224.1377", //Latitude data

"Ing": "113.4791" //Longitude data

}
1,

"state":"alarm", //Alarm identifier (the configuration software "Alarm and Event" is
configured with an alarm event, which is only available when an alarm is triggered, but not in
the regularly reported data)

"state":"recovery", //Alarm recovery identifier (this identifier is only available when the
alarm is recovered, and the data reported regularly does not have this identifier)

"gateway_indentify": " BeiLai Gateway " //Gateway name identifier, upload gateway name
"time": "1622700769", //Time Identifier, the timestamp of when the data was published
"addTime": "2021-06-03 06:12:49" //Time identifier, time of uploading to the gateway

"retransmit":"enable" //Retransmission identifier, which represents MQTT historical data
(this identifier is only available when there is retransmission historical data, and there is no
such identifier for regularly reported data)

}

Note:

//Read and write identification: The character is "flag", followed by "MQTT identifier of
data point", the MQTT identifier filled in when adding data points can be defined
independently.

//Data type and value: According to the type, it is divided into:
Boolean: the character is "switcher", followed by "0" or "1" (0 means open, 1 means
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close).
Numerical: the character is "value", followed by "specific value".
GPS position data: GPS latitude character is "lat", followed by "specific value".
GPS longitude character is "Ing", followed by "specific value".

/[Alarm, recovery identification: the character is "state", followed by "alarm" or "recovery"
(alarm represents alarm data, recovery represents alarm recovery data).

//IGateway name identification: the character is "gateway_indentify", followed by "gateway
name".

/[Time identification: the character is "time", followed by "specific reporting timestamp".
/[Time stamp: the character is "addtime", followed by "gateway time".
//Retransmission identifier: the character is "retransmit", followed by "enable"

The data collected during the network disconnection period will be temporarily stored on the
device and republished when the network is restored. It is identified by the "retransmit" field to
represent historical data. (Need to enable data retransmission on the configuration interface)

The payload data format in the device subscription message

Subscription topic: serial number/+ (corresponding to the configured subscription topic setting
item)

The topic name used by Beilai 2.0 to publish messages downstream is "serial number/sensor
ID", so the device subscription topic needs to add the wildcard "/+", so as to receive the data
sent by the platform for control

{

"sensorDatas":

[

{ //Send Boolean

"sensorsld": 211267,

/[Platform Sensor ID

"switcher":1, //data type and value
"flag":"Y0" //Read and write identification
h

{ /[Send Numerical

"sensorsld": 160239,

Shenzhen Beilai Technology Co.,Ltd



44
BLloTLink V1.0

/[Platform Sensor ID
"value":"10", //data type and value

"flag":"VWOQ" //Read and write identification

}
1,

"down":"down" //Platform downlink message identifier

}

Note:

/[Platform sensor ID: the character is "sensorsID", followed by the ID number (the ID is
automatically generated by the platform), and the self-built platform no need.

//Data type and value: According to the type, it is divided into:

1. Switch data: the character is "switcher", followed by "0" or "1" (0 means open, 1 means
closed)

2. Numerical data: the character is "value", followed by "specific value"

//[Read and write flag: the character is "flag", followed by "MQTT flag representing the
data point"

/[Platform downlink message identification: The character is "down", followed by "down",
which means this is the platform downlink data.

Note: Boolean values are delivered without double quotes, and numeric values are delivered
with double quotes.
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8.Technical Support

Shenzhen Beilai Technology Co., Ltd

Website: https://www.bliiot.com
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