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1. Overview

BLRAT (Beilai Remote Access Tool) is a tool independently developed by Beilai Technology
specifically for remote access. It is a sub-service under Beilai Technology's BLRMS remote platform.
BLRMS Remote Management System is an loT device smart management and control platform
developed by Beilai Technology.

2. Operating Instructions

For example, using the IOy series BL190 multi-functional programmable remote I/O module with
BLRAT.

2.1 Obtain a token from the BLRMS remote platform.

Use a browser to log in to www.my-rtu.com. If you don't have an account, register one first. The
following image shows the login system interface, where you can either register or log in to your

account.
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BeiLai Remote Management System

jingetest

After logging in, go to "Device Management" and copy the token code from "Token Key." The token
code is a unique identifier assigned to each account by the BLRMS platform.
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Token Key

2.2 Enable and Set Up BLRAT on the BL190 Module

BL190-|0y Status ~  System ~  Seftings ~ /O Module~ Modbus ~ Data Service ~ BLRAT =  Logout

Remote settings

Remote settings

Enable

Server Type BLRAT Server v

Token

Save & Apply | Save || Reset |

Shenzhen Beilai Technology Co..Ltd (V1.1.6) / 2025-04-03

Log in to the BL190 for configuration. The BL190 is set up via a web page, and the default IP is
192.168.3.2. Click on "BLRAT," select "BLRAT Server" for the "Server Type," paste the token code
copied from the BLRMS platform into the "Device Key" field, click "Enable," and then click "Save
and Apply."

Note: The BL190 needs to be connected to the network. If it cannot connect, check if the "Gateway
Address" and "DNS" fields under the "Settings" section are filled incorrectly. If multiple BL190
devices need to use BLRAT, you should change the device name to easily distinguish each device.
To modify the device name, go to "System" — "General Settings" — "Hostname."

2.3 Configuring and Enabling BLRAT on ARMxy

Upload the compressed file BLRAT .tar.xz to the root directory and extract it.

root@ELiiot:afaLRAT# ./BLRAT_install.sh
ling the OpenVPN environment.

.edu.cn/ubuntu-ports focal InRelease
c.edu.cn/ubuntu-ports focal-updates

.edu.cn/ubuntu-ports

Enter the BLRAT folder and run ./BLRAT _install.sh to install BLRAT. The installation process
requires an internet connection.
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root@litot:/# vi /etc/remote.conf

"devname" : "BL330",
"password": ™"

"/etc/remote.conft® 5L, 78C

Open the configuration file remote.conf in the BL330 system’s /etc folder by running vi
/etc/remote.conf. Paste the token copied from the BLRMS platform into the “password” field.

Then, start the remote connection by running the command: /etc/init.d/remote start.

: /BLRAT_BL330# /etc/init.d/remote start
te service ...

/remote/remote EFEGF

To stop the remote connection, simply run the command /etc/init.d/remote stop. This will terminate
all processes related to the remote connection.

Jetc/init.d/remote
5t ing remote servi
2Z remote HHIE, BIE

root@liiot:~# [J

To enable remote connection to start automatically at boot, run:
/etc/init.d/remote start autostart
To disable remote connection autostart, run:

/etc/init.d/remote stop autostart

2.4 View Device Status on BLRMS Platform
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# Device tag codeftoken+sn) Device Name Type Version User Group Status Creation Date Operation

10PLG 4.
BL196Pro 1
g 115PLG 424 i
ingetest
10PLG
R40 5
t. BE11 4. Y7
est-123 P jingates
10 T BLI1OPre VIS8 jingetest D

On the BLRMS platform, you can view the status of all devices logged into the platform in the
"Device Management" section under the "Devices" tab. The devices can be distinguished by their
device name, model, and version number.

If a device is shown as offline, please check whether the device has successfully connected to the

network.

2.5 Install tap-windows-9.21.2.exe

Install the "tap-windows-9.21.2.exe" provided by Shenzhen Beilai Technology Co., Ltd. Keep the
default installation directory during the installation. After the installation is successful, you can find a
virtual network adapter named "OpenVPN TAP-Windows6" in your computer's Network

Connections.

& Metwork Connections = O X

4+ gl_-\ » Control Panel » All Control Panel tems » Network Connections R J] Search Metwork Connections p-

Organise » Disable this network device Diagnose this connection Rename this connection Change settings of this connection sc + M o
l" Ethernet ‘:. OpenVPHN TAP-WindowsE
> P 187 M5 Network cable unplugged
i~ Realtek PCle GbE Family Controller | 3€ =" TAP-Windows Adapter V8

Mo preview available
Titems  1item selected EEE

5/13 Shenzhen Beilai Technology Co.,Ltd  https://www.bliiot.com V1.1



r e Nk
BLIIOT
by BEILAI Remote Access Tool

2.6 Log in to BLRAT Connection Configuration Software

Bliiot BLRAT www.BLiiot.cn — O X
i i) -
Settings| Search FI About

ConnectSettings

SelcetServer BLRAT
IP/Domain
Port
Client ID

User Name

Password

Subnet{x.xox( 192.168.18.0

Double-click on the "BLRAT" to open the configuration software. Click on "Connection Settings,"
and a connection settings window will pop up. In the password field, enter the token code obtained
from the BLRMS platform. The subnet should not conflict with your computer's existing network,
and the fourth part of the subnet must be set to "0," for example: 192.168.18.0. Click "OK" to log in
to BLRAT.

Note: 1. "IP/Domain," "Port," "Client ID," and "Username" do not need to be filled in. These fields
are reserved for future custom remote server connections.

2. Only one person can use the BLRAT remote connection configuration software to log in at the
same time. Otherwise, multiple successful connection pop-ups will appear, indicating that someone
else has already logged into your BLRAT service.

3. The BLRAT remote connection configuration software needs to be in the same directory as the
OpenVPN folder provided by Shenzhen Beilai Technology Co., Ltd. as shown in the image below.
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[4] = | BLRAT

Home  Share  View 2]
- D  Cut X T New item - \/ Open FH setect an
| _ &

Wi Copy path -T__'| Easy access = — Edit Select none
Pinto Quick Copy Paste - Move Copy Delete Rename Mew Properties . .
access Iﬂ Paste shortcut to to - folder - £ History DD Invert selection
Clipboard Organise New Open Select
A » ThisPC » Desktop » BLRAT v O Search BLRAT p
o B
- o Siz
# Quick access Mame Date modified Type Size
B Desktop opeEnvEn File folder
## BLRAT V1.0.3.exe Application 28
2 ET
3 This PC
& WPsEE
. 3D Objects
[E Desktop
‘:—,] Documents
& Downloads Select a file to preview.
Jﬁ Music
| Pictures

B Videos

s Local Disk (C)
- D)
- T (E)

2 items E‘ =

2.7 Search Device

BLiiot BLRAT www.BLiiot.cn
T [k N
QIO % G

Settings | Search FIT  About

-0 x|

Device Information

Token

Product all

Click "Device Search," and a search box will pop up. In the token field, enter the token code. For the
product type, you can enter "all" or the device model to search.
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2.8 Start Remote Connection

Bliiot BLRAT www.BLiiot.cn — 0 X
iy [l A
Settings Search FI About
= ;h Device List
P Model Name Version SerialNumber Status
BL130 BL190/BL190-1Cy V1.1.6 81dbaBb6582841bca58abd083%3b%ace [ ]

Refresh Disconnect

From the list of devices found in the search, click on the device you wish to connect to remotely, and
then click "Connect". Only click once to initiate the connection; do not click multiple times.

Click "Refresh" to see the successful connection. The IP address assigned by BLRAT will appear,
and the online status will be shown in green, indicating a successful connection, as shown in the

image below:
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Bliiot BLRAT www.BLiiot.cn — O X

T () 3
S O da G
Settings Search FIL About
= ;Z] Device List
Model Name Version SerialNumber Status

BL130 BL180/BL190-10y V1.1.6 §1dbadb6582541bca58abd083%3b%ace ]

Connect Disconnect

The online status feedback may be a bit slow, so please be patient and wait. You can refresh again,
but do not click "Connect" multiple times. You can also check if there are any connection issues by
looking at the virtual network card on your computer. When the connection is successful, the virtual
network card will also be assigned an IP. This IP will be in the same subnet as the IP assigned to
the device, as shown in the image below:

[
£
1 ;-l » Control Panel » All Control Panel ltems » Metwork Connections VAR Search Network Connections P E
Organise = Disable this network device Diagnose this connection Rename this connection View status of this connection 2 s~ M o
N m
L_ OpenVPN Data Channel Offload L OpenVPN TEP-Windowsh il
u ] 4 7 : e
— Network cable unplugged T OpenVPN TAP-Windowst 4 General
¥ = OpenVPN Data Channel Offload o AP Windowe Adapter Y0
: ; efault Switch) Connection
Network Connection Details X IPv4 Connectivity: Mo Internet access
j Nt wode Chrmection Detads [tual Ethernet Adapter IPvé Connectivity: Mo network access
Media State: Enabled
Property Value A |-
& i LT EEEsE i Duration: 00:04:17
onnection-specfic DN.. e GbE Family Controller
4 Speed: 1.0 Ghy
Description TAP-Windows Adapter V5 £ 22
Physical Address D0-FF-BS-D1-BE-3E -
DHCP Enabled 25
IPv4 Address 52.168.183
IPv4 Subnet Mask 25b.255.205 0 i
Lease Obtained 2025F 45 108 310:3 inaty flable.
Lease Expires 2026547108 9:10:33 e
-
IPv4 Default Gateway sent 'L.."‘M‘ Hecenied
IPv4 DHCP Server 192.168.18.0 o
IPv4 DNS Server Packets: ar | 0
IPv4 WINS Server
| NetBIOS over Tepip En...  Yes 8 5 .
Link-ocal IPv6 Address  fe80:94547ae cdo2blbe19 Wieroperies | |- oo e
| IPv6 Default Gateway
| 001
IPv6 DNS Servers fecD:0:0fff:1%1 Close E
fec:0:04fF: 2%1 -

Titems 1 item selected

i
(7]
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2.9 BL190 Remote Operation

Access the device remotely through the IP assigned by BLRAT. After logging into the device
remotely, the interface is identical to the local login interface, and the configuration parameters and
upgrade procedures are the same as those for local operation.

i o

> BL190-10y - Overview - LuCl x + _
€« C 0O AFz|my r;mw Feawv @mEE Q = D

BL190-10y

Authorization Required
" defaultis admin) and password by default).

o

I
m

Please enter you

Usemame  admin

Password ||
=3

Shenzhen Beilai Technology Co. Ltd (V1.1.6) / 2025-04-03

To remotely configure and add Modbus collection commands

< BLISO-10y - Modbus Master-Lu X
<« C 0 © Yr A Fm:=| hupy/192168.182/cgi-bin/luci/admin/serial/modbus Fak vy EEE Q)ias =R

BL190-I0y  Status~ System~ Seffings~ /OModule~ Modbus ~ Data Service -

Modbus Master
Modbus Master

Alias  Slave sl Functon Data  Register Data Mapping ~ Enable Query
Name Interface  Address  Code Type  Start Number  Address
Address
10000- & TR
1 1 comt 1 1 BOOL 0 10 e e [EEH e )
00 . |oDete ]

- e

Shenzhen Beilai Technology Co.,Ltd (V1.16) / 2025-04-03

Local login to verify that the Modbus collection command was successfully added
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BL1 QO-IOy Status~ S jule ~ Modbus ~

Modbus Master
Modbus Master

Alias  Slave Slave Function Data Register Data Mapping Enable Query
Name Interface Address Code Type Start Number Address
Address
10000- Q S Er—
1 1 comi 1 1 BOOL O 10 ue | Delete
10009
v
[ Add |
Save &Apply | - Save || Reset |
Shenzhen Beilai Technology Co. Ltd (V1.1.8) / 2025-04-03
N E E ¥ B @ @ fF @ W @ x (e8]
SSH | Telnet Rsh  Xdmcp RDP VNC FiP SFTP  Serial File Shell Browser Mosh Aws 33 WSL
u have reached the maximum number of saved sessions for the personal edition of MobaXterm.

rta new session but it will not be automatically saved.
1T 8% 1k ki LA 52 #F MobaXterm: https://mobaxterm.mobatek net

HE— T oihRE

0 oo

Open the serial tool, click “New Session,” then select “SSH Login.”
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SEEE X

H B B ¥ @ B € @ &~ E m & x (&8
SSH  Telnet Rsh  Xdmcp RDP VNC FTP SFTP  Serial File Shell  Browser Mosh Aws 53 WSL

Warning: you have reached the maximum number of saved sessions for the personal edition of Mobakterm.
You can start a new session but it will not be automatically saved.

BRI 1T E Lk kA 32 % MobaXterm: https://mobaxterm mobatek net

Basic SSH settings

192.168.18.2 | HEERPE |raof v| [ WO (22 =

mEE -

Are-
g
[
e

Advanced SSH settings [} wE e FERE FEgE

Enter the IP address assigned by BLRAT and the specified username root to remotely access the

device via SSH.

EEE. [%]15. 192.168.18.2 |
€ TO® R
|.fr|Jut.l'
M= i
..
«cache
.config ] ' : : } ) ;
bash_history * X11-forwarding : ~ (remote display is forwarded through SSH)
\bash -
pf:ﬂ: ctrl+click on help or
viminfo
L Kauthority U/Linux 5.4.61 armv7l)
| cpuid

p.ubuntu.com
* Management: : scape.canonical.com
* Support: - : u. /advantage

tem has been minimized by removing packages and content that are
ired on a tem that users do not log into.

is content, you can run the 'unminimize' command.
d Jun 4 15 :47 2025

If the display appears as shown in the image, it means the connection is successful and you can

proceed with device operations.
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2.11 Disconnect Remote

BLiiot BLRAT www.BLiiot.cn

AT

AL

o
L

Settings Search

El ;h Device List

192168184

Model
BL130

-0 x|

[Tk i
de) i
FI About
Name Version SerialNumber Status
BL190/BL190-1Cy V118 81dbaBb6582841bca58abd083%3b%ace [ ]

Refresh Connect

Click "Disconnect" to disconnect the remote function. You can also see that the virtual network card

"OpenVPN TAP-Windows6" in the computer's "Network Connections" shows "Network cable

unplugged.”
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